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Abstract— Recently, the RFID system has been studied actively
in ubiquitous computing as main technology. While the RFID
system has much advantages, it may create new problems to the
user privacy. In this paper, we present a description of previously
proposed mechanisms for protecting user’s privacy and their
problems. A new RFID system that provides privacy protection
in ubiquitous computing is then proposed. The proposed system
as a way of protecting user’s privacy from unwanted scanning
and tracking by an adversary, however, it can traceable to the
tag by an authorized administrator when necessary.

I. INTRODUCTION

The RFID(Radio Frequency Identification) system is one
of the common and useful manufacturing technologies such
as supply chain management and inventory control. This
identification technology uses RF signals, and it is the subject
of active research as an appropriate recognition system in the
ubiquitous environment. The low-cost RFID tag can read or
write information on an entity without physical contact, at the
same time possessing high recognition and relatively greater
storing ability compared to the bar-code. Thus, this RFID tag
is expected to replace the bar-code in the materials handing
and distribution system [1].

Still, the RFID system unknowingly gives way to a new
privacy problem, i.e., exposing too much user information such
as credit information and purchase pattern. Thus, in order to
utilize the RFID technology extensively in industrial fields in-
cluding the materials handling and distribution system, solving
the relevant security problem is definitely necessary. Several
methods of protecting user’s privacy have been proposed,
including “Kill command” (2], “Blocker Tag” [3], “Hash-
lock” [4], “Randomized Hash-lock” [5], “Re-encryption” [6]
and “Hash-chain based protocol” [7].

This paper presents a description of previously proposed
mechanisms and their problems. A RFID system that provides
privacy protection in ubiquitous computing is then proposed.
The proposed system protects user information from unwanted
scanning and tracking by unauthorized users, although it can

traceable to the tag by an authorized administrator when
necessary.

II. RELATED WORKS
A. Introduction to RFID System

The RFID system is composed of three main elements :
RFID tag, RFID reader and back-end database [8].
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